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AJAs00yYa U XCAJsipaZMelieHussHao puunaabHbIXUHTEepHeT-pecypcax
(ITpunoxenne Ne2 k Ilmcbmy Munoopuayku Poccun ot 14.05.2018)

C KaXJbpIM TOJIOM MOJIOACKH B HHTEPHETE CTAHOBHUTHCS OOJIBIIE, a IIKOJLHUKU OJIHU U3 CAMBIX
aKTUBHBIX TIojb30Barened Pynera. Mexay TeM, NOMHMO OIPOMHOIO  KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U IpoOJieMbl. JTa MaMsATKa J0JKHA 1IOMoYb TeOe 0e30macHo
HaXOJUThCSI B CETH.

KomnbrorepHblie BUPYChI

KoMIploTepHbId BUPYC - 3TO PA3HOBHUJIHOCTh KOMIBIOTEPHBIX MPOTpamMM, OTJIMYUTEIbHOU
OCOOEHHOCTBIO KOTOPOMl SBJISETCS CIOCOOHOCTh K pPa3sMHOXKEHHIO. B 1omosHeHune K 3ToMmy,
BUPYCbl MOTYT TOBPEIUTh WJIM TIOJHOCTBIO YHHUYTOXKUTh Bce (allibl M JIaHHbBIE,
MOJAKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH KOTOPOro Oblia 3alyllieHa 3apaxEHHasi mporpaMma,
a TaKKe NOBPEIUTh WIM JaK€ YHUUTOXUTh OMEpPAlMOHHYIO CHCTEMY CO BceMH (Qailnamu
B LIeJIoM. B G0mbIIMHCTBE CiydaeB pacipOCTPaHsIOTCS BUPYChl YEpe3 HHTEPHET.

MeTOI[l)I 3alMTBI OT BP€AOHOCHBIX IPOrpamMm:

1. Ucnonb3yil coBpeMeHHbIE ONEPAlMOHHbBIE CUCTEMBbI, UMEIOINE CEPhE3HBIN YPOBEHD 3aIllUTHI
OT BPEIOHOCHBIX IIPOrPAMM;

2. TloctosHHO ycTaHaBiauBail madtu (MUQPOBBIE 3arUIaTKH, KOTOpPHIE aBTOMATHYECKH
YCTaHABIWBAIOTCS C IEJIbI0 JOPA0OTKHM TPOTpaMMbl) H Jpyrue OOHOBJICHHMSI CBOEH
omnepanroHHoN cucteMbl. CkaunBai WX TOJIbKO ¢ oduImanbHOro caita pazpaborunka OC. Eciamn
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIOUYH €r0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IIOJ IMpaBaMHM II0JIb30BATCIIsA, a HC aJMHUHHCTpATOpa. 9T0
HC IIO3BOJIMT 6OJ'II)IHI/IHCTBy BPCAOHOCHBIX IIpOorpaMmM HHCTANIMPOBATBCA Ha TBOEM
IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonp3yili aHTUBHPYCHBIC IPOTPAaMMHBIC THPOJYKTHI HM3BECTHBIX IPOU3BOIAMTEINICH,
C aBTOMaTU4YECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GU3NYECKUIl TOCTYI K KOMIBIOTEPY AJIsi TOCTOPOHHUX JIHIL;

6. Mcnone3yil BHeumIHHMe HOcUTENH HWHGOpMAllMU, Takue Kak Quemka, JUCK uiu  (aiin
W3 UHTEPHETA, TOJIbKO U3 MPOGEPEHHBIX UCTOYHHKOB;

7. He oTkpeiBaii KOMIbIOTEpHBIE (aiibl, MOTydYeHHbIE U3 HEHAAEKHBIX MCTOUHUKOB. Jlaxke
Te (aiibl, KOTOphIE MPUCIIAl TBOM 3HaKOMBIN. JIydlle yTOUHM y HEro, OTHPABJISUI JIU OH TeOe UX.

CeruWI-FI

Wi-Fi -3T0 HeBua mepenayd [aHHBIX, HETEXHOJOTHWS, aBCEro JIMIIb OpeHI, Mapka.
Eme B 1991 rony Huzaepnanjackas KommaHus 3apeructpupoBana Openn «WECAv,
yro oOo3Hauano cioBocouetanue «Wireless Fidelity», KoTopslii mepeBomuTCs  Kak
«OecrpoBOHAS TOYHOCTDY.



Jlo Hamiero BpeMeHH JoluIa Jpyras abOpeBuarypa, KOTopas sIBISETCS TaKOH e TEXHOJIOTHEH.
Oro abbpeBuatypa «Wi-Fi». Takoe Ha3BaHue ObLIO JaHO ¢ HAMEKOM Ha CTaHAAPT BBICIIUN
3ByKkoBo# TexHuKkH Hi-Fi, 4To B mepeBoie 03Ha4aeT «BbICOKAsE TOYHOCTDY.

Jla, OecraTHBI HMHTEPHET-AOCTYN B Kade, OTeNsAX M a’poroprax SBISETCA OTIMYHON
BO3MOXHOCTBIO BbIXOJa B MHTEpHET. HO MHOrue sKcrepTbl CUMTAIOT, YTO OOLIEAOCTYIHbBIE

Wi- Fi ceTn HE SBISIOTCS 0€30MACHBIMH.

CoBeTsl 0 6E30IIaCHOCTH paboTe B 00menocTynHbeIx certax Wi-fi:

1. He mepenaBaii cBoro nuuHyro uHpOpManuio yepe3 obmenoctymubie Wi-Fi cetn. Pabotas
B HUX, KCJIATCJIbHO HC BBOJUTH MMAapPOJIM JOCTYIIA, JTIOTUHBI U KaAKHUEC-TO HOMCPA,

2. Vcronp3yii u OOHOBISIH aHTUBUPYCHBIE TMporpammbl U Opanamayep. Tem cambim
ThI 00e30MmacuIib ce0st OT 3aKaYKh BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnomszoBanuu Wi-Fi otkmoun ¢yaknuio «O0mmid gocTyn K QaiiyiaM U IpHHTEpaM.
JanHass QyHKIHMS 3aKpbITa MO YMOJYAHUIO, OJIHAKO HEKOTOPBIE TOJIb30BATEM AKTUBUPYIOT

e€ 11 ynoOCTBa UCIIOIB30BAHUS B padOTe WK yueoe;

4. He ucnone3yit myonuunsii WI-FI nns mepengaum nMYHBIX JaHHBIX, HApUMEp VIS BBIXOJA
B COLMAJIBHBIE CETH WJIN B AJIEKTPOHHYO ITOYTY;

5. Unonp3y#t Tonpko 3ammumienHoe coeauHenue depe3 HTTPS, a nwe HTTP, t.e. mpu nabGope
BeO- azpeca BBoaM UMEHHO «https://»;

6. B moOunsHOM Tenedone oTkmoun Qynknmio «llogkmouenne xk Wi-Fi aBromarnueckmy.
He momyckait aBToMaTHYECKOTO MOAKIIOUCHUS ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacwusi.

ConuajbHbBIE CeTH

COI_[I/IaJ'IBHBIe CCTHU AKTHBHO BXOJAT B HAIly XHW3Hb, MHOI'MC JIIOOU pa60Ta}0T H KHUBYT TaM
IIOCTOAHHO.

OCHOBHBIE COBETHI 10 0€30ACHOCTH B ConraJIbHBIX CETAX:

1. Orpanunub cnucok apyseid. Y T1e0s B Ipy3bsAX HE JIOJDKHO OBITh CIYYalHBIX M HE3HAKOMBIX
JIIOACH;

2. 3amnma171 CBOIO YAaCTHYKO KHU3Hb. He YKaBBIBaﬁ 11apoJiu, TCH@(bOHLI, aapeca, aary TBOCIO
POXKACHUA U APYT'YHO JIMYHYIO I/IH(I)OpMaI_II/IIO. 3J'IOYMI>II_HJ'ICHHI/IKI/I MOTr'yT HCIIOJIB30BATb HaKC
I/IH(I)OpMaI_II/IIO O TOM, KaK Tbl U TBOHU POJAUTCIIN TNNIAHUPYCTEC ITPOBCCTU KAaHUKYJIbI;

3. 3amnma171 CBOIO PCIIyTAIUIO - ACPIKU €€ B YHUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCJI OBI ThbI,
YTOOBI APYruc IMnoJib30BaTejIn BUIACIH, YTO TbI 3arpy>1<aem5? HOHYMaﬁ, MMpeKAC YEM UYTO-TO
Ol'[y6J'II/IKOBaTB, HAIucaTb U 3arpy3uTh,

4. Eciiu THI ropopuuib € JIFOJAbMH, KOTOPBIX HC 3HACIIb, HC HCHOJ’IBSYEI CBOC pCaJIbHOC UMHA
" JPpYT'yIO JJUYHYRO I/IH(I)OpMaI_II/II/II nMs, MECTO JKHUTCIILCTBA, MCCTO y‘IC6BI " Ipouce;

5. U3beraii pasmemienuss Qotorpaduii B MHTepHere, rie Thl HM300pakeH HAa MECTHOCTH,
10 KOTOPOI MO’HO ONPEETUTh TBOE MECTOTIOJI0KEHUE;

6. Ilpu peructpaiuu B COLMATBHOW CETH HEOOXOJMMO HCIIOJIB30BATh CIIOKHBIE MapOJIH,
cocrosiue U3 OyKB ¥ U(P U C KOJTUIECTBOM 3HAKOB HE MeHee 8;



7. JInst colMalibHOM CeTH, MOYTHI U IPYTUX CAaWTOB HEOOXOJMMO HCIIOJIb30BATh Pa3HbBIC MAPOIIH.
Torga ecnu Te0st B3710MalOT, TO 3JMOYMBIIUICHHUKHA TIOTy4daT AOCTYI TOJBKO K OJHOMY MECTY,
a He BO BCE Cpasy.

DJIeKTPOHHbBIE IEHbI'H

DJNEeKTPOHHBIE JEHBIHM — J3TO OYEeHb YAOOHBIH CHOco0 TuIaTe)Xed, OJHAKO CYIIECTBYIOT
MOIICHHWKH, KOTOPBIC XOTAT HOJYYUTb O3TU ACHBIU.

3JI€KTpOHHI)IC JCHbI'M IIOSJBUJIMCh COBCEM HCJIABHO MW HWMCHHO H3-3a OTOI'0O BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HEC NPOIKHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT U O HUX YyXK€ IMPOIMUCAHO B 3aKOHE, I/ UX Pa3AeisaioT
Ha HECKOJbKO BHJOB - QHOHMMHbIE M HE aHOHUMHBIE. Pa3HMIIa B TOM, 4YTO aHOHHMHBIE -
3TO T€, B KOTOPBIX pa3pellaercs MPOBOAUTH olepanuu 0e3 HMIeHTU(HUKALUU MO0JIb30BaTEINs,
a B HEAHOHUMHBIX MIEHTU(UKALIUY [T0JIb30BATENS ABJIAETCS 003aTEIbHOM.

Taxxke cnemyer pa3ianyaTh 3J1€KTPOHHbIE (PUATHBIE A€HBIU (PaBHBI TOCYJapCTBEHHBIM BaJIIOTaM)
1 DJIEKTPOHHbIE HE(PHUATHbIE IEHBI'H (HE paBHbI TOCYIAPCTBEHHBIM BAJIIOTaM ).

OCHOBHBIE COBETHI IT0 0€30T1aCHOM padoTe ¢ IIEKTPOHHBIMH JICHBIAMU:

1. TlpuBsku K cuery MOOWIBHBIM TenedoH. DTo camblii yHAOOHBIH U OBICTPBI CHOCOO
BOCCTAaHOBUTH JIOCTYH K cuery. [lpuBsi3aHHBIM TenedoH MOMOXKET, €clu 3alynenib CBOU
IJIATEKHBIN MapoJib WK 3aieIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnonp3yii omHOpa3oBeie mapoid. [locnme mepexoja Ha YCHICHHYIO aBTOpH3AIMio Tebe
yKe He OYJIeT yrposkaTh OMACHOCTh KPaXKH WM NIepexBara IIaTeKHOTO MapoJis;

3. Boibepu cnoxubiii mapons. [IpectynHukam OyneT He MPOCTO YragaTh CIOKHBIN MapoJb.
Hagexxnble mapoiau — 3TO Mapoiiu, KOTOpPhIE COJIepKaT He MEHee 8 3HAKOB M BKJIIOYAIOT B cels
CTpPOYHbIE U TPONUCHBbIE OYKBbI, HU(PHI U HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HaK J0JuIapa,
(dhyHTa, BOCKIUIIATEIBHBIN 3HAK U T.I. Hanpumep, StROng!;;

4. He BBOJH CBOU JIMYHBIC JaHHBIC Ha CaﬁTaX, KOTOPBIM HE JOBCPACIID.

JIEKTPOHHASA MOYTA

DJNEeKTpOHHAs MOYTa — O3TO TEXHOJOTUS W TMPENOCTaBIIEMbIE €0 YCIYrHM IO TMepechlIKe
U TIOJYYEHHUIO DJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pacHpeiessiioTCs B KOMIIBIOTEPHOW CETH.
OOBIYHO ANIEKTPOHHBII IMOYTOBBIN SIIITUAK BBITJISIIUT CIIETYIOLTUM obOpazoM:
UMs_TIONB30BaTENs(@UMS_TOMEeHa. Takke KpoMme Tepelayd MPOCTOro TEeKCTa, HMEeTcs
BO3MOXHOCTH TIepeiaBaTh (ailibl.

OcHOBHBIE COBETHI 10 0€30I1aCHON padoTe C AIEKTPOHHOM ITOYTOM:

1. Hano BbIOpaTh NpaBUIIbHBIM MOYTOBBINM cepBUC. B HMHTEpHETE €CTb OTrPOMHBINA BBIOOP
OecIuIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIydllle JOBEPSATh TeM, KOIO 3HACllb U KTO MEpBBIN
B PEUTHUHTIE;

2. He yka3piBaii B TMUHON noYTe JIMYHYI0 HHPOpManuio. Hanpumep, mydineBsl 6path
«My3bIKaIbHBIN _(hanaT@» unu «pox2013» Bmecto «remal3»;

3. HMcmonp3yil ABYXSTalHyO aBTOPU3ALMIO. DTO KOTJa MOMHMMO MAapoJisi HY>KHO BBOIHTH KO,
npucblIaeMblii o SMS;



4. BeiOepu CHOXHBINA TApOib. sl KaKI0T0 MOYTOBOTO SIIHUKA JIOJDKEH OBITh CBOW HAIC)KHBIM,
YCTOMUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecoim  ectb BO3MOXHOCTD HamucaTh CaMOMYy CBOM JIMYHBIA BONPOC, HCHOJIB3YH
3Ty BO3MOYKHOCTb;

6. Mcronp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBBIi Il 4aCTHOM MEPEeNHuCKU C aJpecaTaMH,
KOTOPBIM Thl JIOBEpsi€llIb. JTO IEKTPOHHBIN aJpec HE HAJ0 HCIOJb30BaTh IPU PETUCTpaLUU
Ha Gopymax M caiTax;

7. He oTkpbiBail ¢aiiasl U Apyrue BIOKEHUS B MUChMaxX JaK€ €CIUW OHU TMPHUIUIM OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Paiisibr;

8. Ilocne oxoH4aHMs pabOTHI HAa TMOYTOBOM CEpBHCE MeEpel 3aKPHITHEM BKIAJKH C CaHTOM
He 3a0y1b HaKaTh Ha «BbIATHY.

Ku6ep Oy/utMHT WK BUPTYaJibHOE U3/1€BaTeIbCTBO
KubepOymnuHr — mnpecneoBaHue COOOIMICHUSIMHU, COJEp)KAIIUMH OCKOPOJICHUSI, arpecCHro,

3alyruBaHue; XyJIUTaHCTBO; COIHMAIbHOE OOWKOTHPOBAHUE C MOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETBI 110 OOPLOE C KHOSPOYITHHIOM

1. He Opocaiics B 60ii. Jlydmmii cmoco0: MOCOBETOBATHCS Kak ceOsi BECTH M, €CIM HET TOTO,
K KOMYy MOXHO OOpaTHThCS, TO BHayalle YCHOKOWThCS. EcCiuM Tl HayHemb OTBEYATh
OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJBKO €Ile 0O0JIbIIE Pa30iIKeb KOH(IIUKT;

2. YrpaBisiii cBOei KuOepperyTaiuei;

3. AHOHHUMHOCTb B CE€TH MHHMas. CYH_ICCTBYIOT CIIOCOOBI BbBIsICHUTB, KTO CTOUT 3a aHOHHUMHBIM
AKKAayHTOM;

4. He crouT BecTu XyJIHTraHCKUil oOpa3 BUpPTyalnbHOU >ku3HU. MIHTEepHET QUKCHUpyeT BCe TBOU
JNEUCTBUS M COXpaHIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIbHO;

5. Cobnronail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyii eaunuuHblii HeraTuB. OAHOPA30BbIE OCKOPOUTENBHBIE COOOLICHHS JIydlle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaniaeTcsi Ha Ha4aaIbHOUW CTaANu;

7. ban arpeccopa. B nporpammax 0oOMeHa MTHOBEHHBIMH COO6H_ICHI/I$IMI/I, B COIMMAJIBHBIX CCTAX
€CTb BO3MOXXHOCTb 6J'IOKI/Ip0BKI/I OTIPaBKH COO6IJ.I€HPII>1 C OIIPCACIICHHBIX aIPECOB;

8. Ecnu TbI cBuerens kubepOymnHra. TBOM JeWCTBUSA: BBICTYNIUTH NMPOTUB IpeciieioBaTes,
II0Ka3aTb €My, YTO €ro JEWCTBUS OLICHMBAIOTCSI HETATUBHO, IOJJIEPKATh JKEPTBY, KOTOPOU
HYXHa TCUXOJIOTHYECKass MOMOIb, COOOLIUTH B3pOCIBIM O (haKTe arpecCUBHOTO MOBEJCHMS
B CETH.

MoouabHbIii Tesed)oH

CoBpemennbie cMapT(hOHBI U TUIAHIIETH COJEpkKaT B ceOe BIIOJIHE B3POCIHBIN (PyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUPOBATh CO CTAallMOHAPHBIMU KOMIblOTepaMu. OAHAKO, CPEICTB
3aIUTHI 7S MOJOOHBIX YCTPOWCTB MOKa OYEHb Masio. TecTUpOBaHHWE M TOUCK YS3BUMOCTEH
B HHX IPOUCXOJHWT HE TaK MHTEHCHUBHO, Kak s 1K, To ke camoe kacaeTcst M1 MOOWIBHBIX



MIPUIIOKECHHH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl yXKe MPAKTUYECKH JOTHAIM HACTOJIbHBIC aHAJIOTH, OTHAKO
paciupenne GyHKIIMOHAIA BIIEYET 32 COO0M OOJBITYIO CI0KHOCTh U MEHBIIYIO 3alUIIICHHOCTD.

Jlaneko He BCE TMPOU3BOJUTENM BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIIUE KPUTHUYECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOMUCTB.

OCHOBHBIE COBETHI JUIs 0€30aCHOCTA MOOHWIIBHOTO TeedoHa:

1. Huuero He sBisieTcs TO-HACTOSIIEMY OECIUIATHBIM. byab OCTOpOKEH, Benb Koraa Tebe
MpeiaraloT OeCIUTaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TIJIATHBIC YCIYTH;

2. JTymaii, mpexxne ueM otnpaButh SMS, ¢oTo ninm Bumeo. Thl TOYHO 3HAEHIb, T OHU OYIyT
B KOHEYHOM HUTOre?

3. Heo0x01uM0o 0OHOBIISATE OMEPAIIHOHHYIO0 CHCTEMY TBOETO CMapT(OHA;
4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMBI /711 MOOMIIBHBIX TeNle(hOHOB;

5. He 3arpyxaii npuiIoXKeHHS OT HEW3BECTHOTO WCTOYHHKA, BEAh OHU MOTYT COJAEPKAaTh
BpPEJOHOCHOE MPOTPaMMHOE 00eCIIeYeHUE;

6. [Tocne Toro Kak Thl BEIMCIIH C CaiTa, T/I€ BBOIII JTUIHYIO HHPOPMAITUIO, 3ai/I1 B HACTPONKH
Opay3sepa u ynanu cookies;

7. [lepuoauuecku nMpoBepsl Kakue MIaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOWJIBHOTO Tene(OoHa TOJBKO JIOASM, KOTOPBIX THI 3HACHIb U KOMY
JIOBEpSICIIIb;

9. Bluetooth momken OBITH BBIKIIIOYECH, KOTJA Thl UM HE MOJb3yemibes. He 3a0biBaii mHOrIA
MIPOBEPSATH ATO.

Online urpsei

COBpeMCHHHe OHHaﬁH-HrpLI - 9TO KpaCOYHBIC, 3aXBATbIBAIOIIUEC PA3BJIICUHCHUS], O6’[>€,I[I/IH$IIOH_[I/IC
COTHH TbICAY HYCIIOBCK II0 BCEMY MHPY. I/IFpOKI/I HCCICAYIOT I[aHHBIﬁ UM MHUD, O6IJ_I8.IOTC$I Apyr
C ApYroM, BBIIOJHAKT 3aJlaHus, CPpaKAOTCA ¢ MOHCTpAMU U ITOJYYArOT OIIBIT. 3a YAOBOJILCTBUC
OHMU IUIATAT: IOKYIAOT JUCK, OIIaYUBAOT a0OHEMEHT HIIH HpI/IO6peTaIOT KaKHMC-TO OIILHNH.

Bce st CpeACTBa UAYT HA MOAACPIKAHUC U PA3BUTUC HUI'PBI, 4 TAKIKC Ha CaMy 0e30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI aBTOPU3allMH, BBITYCKAKOTCA HOBBIC IMATYU (I_II/I(i)pOBBIe 3arjIaTKu

JJI nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OITaCaTbCs HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPaKH TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHa CUCTEMA AaBTOPU3ALIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 OE30IMACHOCTH TBOETO HUTI'POBOI'0O aKKayHTa:

1. Ecnu npyroil urpok BeaeT ceOs IUIOXO WM co3fgaeT TeOe HENpUATHOCTH, 3a0JIOKUpYyH
€r0 B CIIMCKE UTPOKOB;

2. Toxamyiics anMUHHCTpaTOpaM HUIPhl Ha IUIOXOE€ IOBEJCHHE JTOr0 HIPOKA, JKEJIATEIHHO
MIPWJIOKUTH KAKME-TO J0Ka3aTeIbCTBA B BUIE CKPUHOB;



3. He yka3piBaii TnuHyI0 HHGOPMAIKIO B IO daiisie Urpsl;
4. YBaxall Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii He o(UITMAIBHBIC TTATYH ¥ MOJIBI;

6. Mcrionb3yit croKHbIEe ¥ pa3HbIe TAPOIIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJI0YaTh aHTUBHpYC. [loka Thl urpaemnib, TBON KOMIIBIOTED
MOTYT 3apa3HTh.

DOUIIMHTH JIUKPAKATUYIHBIX JTaHHBIX

OObIYHON Kpaxkell JNeHer W JOKYMEHTOB CErOJHSl Y€ HMKOTO HE YAMBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJICHHUKN IEPEMECTUINCh B HMHTEPHET, W MPOJOJIKAIOT
3aHUMATbHCS WIFOOUMBIMY JEIIOM.

Tak mosiBuIach HOBask yrpo3a: HHTEPHET-MOILIEHHUYECTBA WM (UIIMHT, TJIaBHAs LeJIb KOTOPOro
COCTOUT B MOJIyYEHUU KOH(UIEHIMAIbHBIX JaHHBIX MOJIb30BaTE]Ie — JIOTMHOB U MapoJei.
Ha anrnwmiickom si3pike phishing unraercs xak ¢umusr (ot fishing — psiGHas o, password
— TIapoJib).

OcHOBHBIE COBETHI 0 00pKOE ¢ (HUIITUHTOM:

1. Cnemn 3a cBoMM akkayHTOM. Ecim ThI mojo3peBaeib, YTO TBOsS aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOITUTh aIMUHUCTPATOPAaM pecypca 00 TOM KaK MOXKHO
cKopee;

2. HCHOJ’IB3yﬁ6€3OHaCHBICBe6'CaﬁTBI,BTOMLII/ICJ'IC,I/IHTepHeT'MaFaSI/IHOBI/IHOI/ICKOBBIX CHCTEM,

3. Hcnone3yil cnoxkHble u pa3Hble mnapoiu. Takum oOpa3om, ecinu TeOsS B3JIOMAIOT,
TO 3JOYMBIIUICHHUKH TMOJy4aT [JOCTYIl TOJBKO K OJHOMY TBOEeMy MNpoQuiio B CETH,
a He KO BCeM;

4, Ecin Tebs B3JIOMAJIkM, TO HCO6XOI[I/IMO npeaynpeauTb BCEX CBOMX 3HAKOMBIX, KOTOPBIC
I[O6aBJ'ICHH y TeOs B APY3biX, O TOM, YTO Te0s B3JIOMAJIU H, BOBMOXXHO, OT TBOCTO HUMCHH 6y,Z[eT
PacChblIaThCs ClIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBI€ CaﬁTLI;

5. Ycranosu HagexHbii maposib (PIN) HaMoOuIbHbIH TenedoH;
6. OTkII04YM cOXpaHEHHe MapoJis B Opaysepe;

7. He oTkpbiBail ¢ailnbl U Apyrue BIOXKEHHMS B MUCbMAax Ja)Xe €ClIM OHU NPUILIM OT TBOUX
npy3ei. Jlydrie yrouHu y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (aiiibl.

Hudposas penyranus

IudpoBas penyranust - 3TO HEraTUBHAas WJIM MO3UTHBHAs HHpOpManus B ceTd o Teoe.
Komnpomerupyromass uHpopManus pa3MelleHHass B UHTEPHETE MOXET CEpbEe3HbIM 00pa3zoM
OTpa3uThbcs Ha TBOeW peanbHOU ku3HU. «L{udpoBas pemyranus» - 3TO TBOM UMUK, KOTOPBIH
¢dopmupyetcst u3 nHpopMaiuu o Tede B MHTEPHETE.

TBoe MecTO JKHTCIIbCTBA, y‘lC6BI, TBOC (bl/IHaHCOBOC IIOJIOKCHHUE, 0COOEHHOCTHU XapakTepa
" pacCKas3bl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.



MHOrre MOJIPOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKaluu JHUYHOM uH(OpMaIuu
B lHTepHeTE, HE MOHMMAsi BO3MOXKHBIX MOcieACcTBUI. Thl 1axe HE CMOJKEIIb JIOTaIaThCsl O TOM,
4to (oTorpadusi, pamemieHHas 5 J1eT Ha3al, cTaja NPUYNHON 0TKa3a IPUHATH TeOs Ha paboTy.

Kommenrapuu, pazmenienue TBoux ¢ororpaduii u apyrue IeiMcTBUS MOTYT HE MCUE3HYTH JIaxe
MOCIie TOTO, KaK Thl MX yHaJdHWIIb. Thl HEe 3HAEHIb, KTO COXPAaHWI 3Ty WH(POpPMAIHMIO, IOTana
JU OHa B IOMCKOBBIE CHUCTEMBI U COXpaHWIACh JIM OHA, a IJaBHOE: YTO MOJyMarT O Tede
OKpYKaroIee JIFOIU, KOTOPbIe HAWAYT W YBUAAT 3To. HailTh MHPOpMAIMI0 MHOTO JIET CITYCTS
CMOXeT 000 - Kak W3 J0OpBIX MOOYXKJEHHH, TaKk W C HaMEpEeHHEM NPUYHHUTH BPEI.
DTO MOXKET OBITh KTO YT'OJIHO.

OCHOBHBIE COBETHI IT0 3alIMTe IMPPOBON PEIVTAIINHN:

1. [logymaii, mpexae 4em 4yTo-To MyOIMKOBATh U MepeiaBath y ce0sl B 6J10T€ WM B COLIMAIIbHOM
CeTH;

2. BuacrpoiikaxmnpoduistycTaHOBHOT paHUYEHUSHAIIPOCMOTPTBOETONPO PUIISIHEr0o
COZEPKMUMOTO, CIIETal €ro TOJIBKO «JJIsl IPY3EM»;

3. He pasmemaii m He yka3plBall HWHQPOpPMAIUIO, KOTOpas MOXKET KOTro-THOO0 OCKOpPOISTH
WA OOMKaTh.

ABTOpCKOE MpaBo

CoBpeMeHHbIE IIKOJBHUKA - aKTUBHBIC TOJb30BaTeNH HU(PPOBOro mpoctpaHcTBa. OgHAKO
JIaJIeKO0 HE BCE 3HAIOT, YTO TOJIF30BAHUE MHOTHMH BO3MOXHOCTSIMH IU(POBOTO MHUpa TpedyeT
cOOJTI0/IEHUS PAaB Ha MHTEIJICKTYAJIbHYIO COOCTBEHHOCTD.

TepMuH «uHTENIEKTyalbHAs COOCTBEHHOCTb» OTHOCHTCS K  Pa3IM4HBIM  TBOPEHHSIM
YeJI0BEYECKOro yma, HauMHasi ¢ HOBBIX M300pPETeHH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
HAa TMPOAYKTHl M YyCIAYrdM, M 3aKaHyuBas KHHUramu, QortorpadusmMu, KUHOPHUIbMaMU
1 MY3bIKaJIbHBIMH TPOU3BECHUSIMH.

ABTOpPCKHE IIpaBa - 3TO IIpaBa Ha UHTCIIJICKTYAJIbHYIO CcOOCTBEHHOCTh Ha IMPOU3BCACHUA HAYKHU,
JIUTCPATYpPbl MW HCKYCCTBA. ABTOpCKI/Ie I[MpaBa BBICTYIIAKOT B Ka4€CTBC TIapaHTHU TOIO,
qTo I/IHTCJ'IJ'IGKTyaJ'IbHBII‘/’I/TBop‘leCKI/Iﬁ TPpy4d aBTOpa HE 6y,[[eT HallpaCHbIM, HaCT CMY
CIIpaBCJIMBbBIC BOSMOXKHOCTHU 3apa60TaTL Ha pe3yJjibTaTaXx CBOCIo Tpyda, HOJYIUTh U3BECCTHOCTDb
" IIPpU3HAHHUC.

Hu xrto 6e3 paspCuiCHusa aBTOpa HE MOKCET BOCIHPOU3BOJUTL €TI0 IIPOU3BCACHUC,
PaCIIpoOCTPaHATD, HY6JII/I‘{HO JACMOHCTPUPOBATH, MIPpOAaBaTh, UMIIOPTUPOBATH, ITYCKATh B IIPOKAT,
HY6J'II/ILIHO HUCIIOJIHATH, MMOKAa3LIBATh/UCIIOIHATh B 3(1)Hpe WK pasMellaTb B I/IHTepHeTe.

Hcnons3oBaHue (IIHUPATCKOTO» MPOTrpaMMHOTIO oOecrieyeHusT MOXKET MNpUBCCTH K MHOI'MM
pucCkam: OT HOTCPU HNAHHBIX K TBOUM dKKayHTaM [0 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa,
rac yCTaHOBJ'IeHHHﬁ HC JICraJIbHas IporpamMma. He crout Taxxke 38.6BIB8.TB, 4YTO CYHICCTBYCT
JIerajJbHbIe U OeCILIaTHBIC mporpamMmmal, KOTOPbIC MOKHO HalTH B CETH.

O noprase

CeTeBHYOK.p( - TBOIi ITaBHBIA COBETUYMK B CETH. 371€Ch Thl MOXKEIb y3HATh O 0€30MacHOCTU
B CETH TOHSTHBIM W JOCTYIHBIM $I3bIKOM, a MPU BO3HUKHOBEHUH KPUTHYECKOW CHUTYyalluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATH y4acTHe B KOHKYpPCaX M CTaTh CaMbIM LU(POBBHIM
rpaKJaHUHOM !
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